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IN THE CLAIMS 

1. (Currently amended) A digital content distributing 
system having a digital content distributing apparatus for 
distributing a digital content and an information processing 
apparatus for outputting a digital content distributed from 
the digital content distributing apparatus, wherein: 

said digital content distributing apparatus 

comprises [ [ : ] ] 

a storage device storing a digital content [[;]] *_ 
an encryption processing device for performing an 
encryption process on a part of the digital content by using 
encryption key information shared with said information 
processing apparatus [ [ ; ] ] j_ and 

a distributing device for distributing the partly 
encrypted digital content to said information processing 
apparatus , and 

said information processing apparatus comprises [ [ : ] ] 
an input device for inputting a digital content 
distributed from said digital content distributing 

apparatus [ [ ; ] ] ^ 

a decryption processing device for performing a 
decryption process on the encrypted part of the inputted 
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digital content by using the encryption key information shared 
with said digital content distributing apparatus [[?] 1 j_ and 

an output device for outputting the digital content 
d ecrypted from the encrypted part - , - ^ 

wherein said encryption processing device of said digital 
content distributing apparatus pcrformo an encryption proocoo, 
with a fo r matting unit of the digital content in plaintext 
talccn aa one unit, on a part of tho unite ao a subject o # 
encryption proccaaing encrypts a part of a formatted data unit 
of the digital content so that said information processing 
apparatus displays the digital content contaminated in a 
spotted or striped manner on said output device without 
decryption . 

2. (Currently amended) A digital content distributing 
system having a digital content distributing apparatus for 
distributing a digital content and an information processing 
apparatus for outputting a digital content distributed from 
the digital content distributing apparatus, wherein: 

said digital content distributing apparatus 
comprises [ [ : ] ] 
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a storage device storing a digital content partly 
encrypted by using encryption key information shared with said 
information processing apparatus [[;]] j_ and 

a distributing device for distributing the stored 
digital content to said information processing apparatus [[,}] j_ 
and 

said information processing apparatus comprises [[:] ] 
an input device for inputting a digital content 
distributed from said digital content distributing 

apparatus [ [ ; ] ] j_ 

a decryption processing device for performing a 
decryption process on an encrypted part of the inputted 
digital content by using the encryption key information shared 
with said digital content distributing apparatus I [;]] j_ and 

an output device for outputting the digital content 
decrypted from the encrypted part r ^ . 

wherein a part of formatted data unit of the digital 
content stored by said storage device of said digital content 
distributing apparatus is encrypted with a formatting unit of 
■ the digital content in - plaintcjct taken no one unit, on a part 
of the unito ao a oubjaot of - encryption so that the 
information processing apparatus displays the di gital content 
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contaminated in a spot t ed or striped manner on said output 
fie-vice without decryption . 



3. (Currently amended) A method for distributing a 
digital content from a digital content distributing apparatus 
to an information processing apparatus, in a digital content 
distributing system having the digital content distributing 
apparatus for distributing the digital content and the 
information processing apparatus for outputting the digital 
content distributed from the digital content distributing 
apparatus, said method comprising the steps of: 

distributing, by said digital content distributing 
apparatus a partly encrypted digital content which is 
encrypted by using encryption key information shared with said 
information processing apparatus, to said information 
processing apparatus; and 

performing a decryption process using the encryption key 
information on an encrypted part of the digital content 
distributed from said digital content distributing apparatus 
by said information processing device; 

wherein a part of formatted data unit of the d igital 
content distributed by said digital content distributing 
apparatus is encrypted- , - with a formatting unit of tho digital 
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Wt uii i: in plaint out taken aa onu m i lt, on a p ai L of the n nll-r 
^a pubjDCL uf cnorypHnTi so that the information processing 
apparatus displays the digit al content contaminated ln_a 
spotted or striped manner on an outp ut device of said 
information processing apparatus with out a decryption. 

4. (Currently amended) A method fo r distributing a 
digital content distributing method according to claim 3, 
wherein- , in the caoc that when the digital content *e 
plaintext- is JPEG data formatted by a JPEG (Joint Photographic 
Experts Group) scheme, the JPEC data in cnoryptod. with c* the 
part of formatted data unit means some compression unit block 
blocks, each block comprising 8 pixels x 8 pixels ao ono unit, 
on a part of c um prcooion unit bloclco . 

5. (Currently amended) A method for distributing a 
digital content distributing method according to claim 3, 
wherein- , - in the oaac that when the digital content 4«* 
plaintext is JPEG data formatted by a JPEG (Joint Photographic 
Experts Group) scheme, tho JPEO data la encrypted, with - o . the 
part of formatted data unit means either high er frequency 
region or lower frequency region in one or more compression 
unit block blocks, each block comprising 8 pixels x 8 pixels 
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lahcn aa o i iu unit, in a part of or the entire of oompr eo oioa 
quit blocks, a high frequency region or a low fre q uency region 
within each bloe te. 

6. (Currently amended) A method for distr ibuting a 
digital content distributing method according to claim 3, 
wherei n, in the caoc that when the digital content ifi 
plaintext is MPEG data formatted by a MPEG (Moving Picture 
Experts Group) scheme, the part of formatted da ta unit means 
one or more frames in the MPEC data io oncrypt - od, with one 
frame taken ao one unit, on a part of or the entire of one 
group selected from a group of frames compressed with using 
correlation between the frames and a group of frames 
compressed without using correlation between the frames. 

7, (Currently amended) A method for distributing a 
digital content distributing method according to claim 3, 
wherei n, in the caoc that when the digital content -is 
plainteact is sound data sampled baaed on by respective 
frequency component ranges and individually encoded to 
respective units , the part of formatted data unit means fetee 
pound data is encrypted , with an encoded unit u u u u plc taken go 
one unit, with roppect to a high higher frequency component 
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eafi#e unit or iew lower frequency component earepie- unit for 
the whole sound data . 

8. (Currently amended) A digital content distributing 
apparatus comprising: 

a storage device storing a digital content; 

an encryption processing device for performing an 
encryption process on a part of the digital content by using 
encryption key information shared with an information 
processing apparatus which is to be a destination of 
distribution of the digital content; and 

a distributing device for distributing the partly 
encrypted digital content to said information processing 
apparatus ; 

wherein said encryption processing device performs an 
encryption proocao, with a formatting unit of the digital 
content in plaintext taken ao one unit, on a part of the unito 
m a jubject nf h^t h '"" T -rnn<-nni-T*=t encrypts a part of 
formatted data unit of the digital content so that said 
information processing apparatus displ ays the digital content 
contaminated in a spotted or stri ped manner on an output 
device of said information processing app aratus without a 
decryption . 
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9. (Currently amended) A digital content distributing 
apparatus comprising: 

a storage device storing a digital content partly 
encrypted by using encryption key information snared with an 
information processing apparatus which is to be a destination 

of distribution; and 

a distributing device for distributing the stored digital 
content to said information processing apparatus; 

wherein a part of formatted data unit of t he digital 
content stored by said storage device is encrypted, with a 
lormattin y unit of Uhc digital content in plaintext taken aa 
one unit, on a part of the unito ao a aubjcot of encryption so 
that said information processing apparat us displays the 
digital content contaminated in a spott ed or striped manner on 
an output device of said information proc essing apparatus 
without a decryption . 

10. (Currently amended) A digital content distributing 
apparatus according to claim 8 , wherei n, iii Lhc oaoc t frnr when 
the digital content iii plainteatt is JPEG data formatted by a 
JPEG (Joint Photographic Experts Group) scheme, the JrEG data 
io encrypted, %fith a the part of formatted data unit means 
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some compression unit feieete blocks, each block comprises 
conggioing 8 pixels x 8 pixels L al u. u aj one uniL, un i. g i rfr n f 
b io oka . 

11 . (currently amended) A digital content distributing 
apparatus according to claim 9, wherei n, in Oil i.n nr t hi r when 
the digital content in plaintext is JPEG data formatted by a 
JPEG (Joint Photographic Experts Group) scheme, tha JrEC dafc* 
lu iiianryptcd, with-* the part of formatted data unit means 
some compression unit feieefe blocks, each block comprises 
een^isi^ 8 pixels x 8 pixels Lalu.i i ^ one u n it, uii ■ r nr t n f 
b locks - . 

12. (Currently amended) A d igital content diotributi-ag 
method according to olaim -ft for distributing a digital conte nt 
from a digital content dis tributing apparatus, 

wherein, said digital conten t distributing apparatus 
comprises a storage device st oring a digital content, an 
encryption processing device for perf orming an encrypt ion 
pw^s on a part of the digit al content by using encryption 
ke y information shared with an inform ation processing 
ap r »T- a tus which is to be a de stination of distribution of the 
digital content, and a distrib uting device for distributing 
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the partly encrypted digital content to said informat ion 
processing apparatus, 

the method comprising the step of : 

gaid encryption proce ssing device encrypting a part of 
formatted data unit of the digital content s o that said 
information processing apparatus displays the digital content 
contaminated in a spotted or striped man ner on an output 
device of said information processing ap paratus without 
decryption , 

wherein in the ogee that- the part of form atted data unit 
of the digital content in plaintext is JPEG data formatted by 
a JPEG {Joint Photographic Experts Group) scheme, the JPEG 
< 2 &za upon encryption ia encrypted, with a and the part of 
formatted data unit means either higher frequency region or 
lower frequency region in one or more compression unit bloc J* 
blocks taJccn as one unit, in a part of or the entire of 
blocke, on a high frequency region or low frequency region 
within each blools . 

13. (Currently amended) A digital content diotributing 
method nor diner to claim 9 for distributing a digit a l content 
from a distributing apparatus. 
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whftrain, said distributing apparatus comprises a storage 
device storing a digital content partl y encrypted by using 
encryption key information shared with an information 
processing apparatus which is to be a d estination of 
distribution, and a distributing device for distributing the 
stored digital content to said information processing 
apparatus , 

the method comprising the step of; 

a part of formatted data un it of the digital content 
stored by said storage device b eing encrypted a part of 
formatted data unit of the digital content stored by said 
storage device so that said information processin g apparatus 
displays the digital content contaminated in a spotted or 
striped manner on an output device of said infor mation 
processing apparatus without decryption, 

wherein in the caoc thot - the part of formatted d ata unit 
of the digital content - in plaintext is JPEG data formatted by 
a JPEG (Joint Photographic Experts Group) scheme, the JPEG 
data upon encryption io encrypted, with a and the part of 
formatted data unit means either higher freq uency region or 
lower frequency region in one or more compression unit block 
blocks fealcen a s one unit, in a part of or the entire of 
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blooko, on a high frequency region oi low frequ e ncy regio n 
ygjthin aaeh blook . 

14. (currently amended) A digital oontonb dJ atributing 
method according to claim 0 for distrib uting a digital content 
from a digital content distributi ng apparatus, 

wherein, said digital content distr ibuting apparatus 
comprises a storage device storing a digital content, an 
encryption processing device for pe rforming an encryption 
process on a part of the digital content by using encryption 
key information shared with an informati on processing 
apparatus which is to be a destination of dis tribution of the 
digital content, and a distributing device for distributing 
the partly encrypted digital content to said information 
processing apparatus, the method comprisi ng the step of: 

said encryption processing device encrypting a part of 
formatted data unit of the digital content so t hat said 
information processing apparatus displays the digital content 
contaminated in a spotted or striped man ner on an output 
device of said information processing apparat us without 
decrypt ion^ 

wherein in the caoc that the part of forma tted data unit 
of the digital content - in plaintext - is MPEG data formatted by 

13 



PAGE 17/24'RCVDAT 1016120055:15:16 PM [Eastern Daylight Time] * SVR:USPTO£FXRF-6/29 ' DNIS:2738300 * CSID:+7036841 157 * DURATION (mm-ss):04-50 



OCT-06-05 04:02PM FROM- MATTINGLY, STANCER, MALUR & BRUNO I DGE + 703 684 1157 T-0B4 P. 01 8/024 F-619 

TSM-16 

U.S. Serial No . 09/987 , 817 

a MPEG (Moving_Picture Experts Group) scheme, and the part of 
^■-r^ data unit m -»ne one or more frames in th e IIPDO data 
J r d ci i cj. Y ti tsd, wiLh u ul frame taken ao u ni unit, n n a part -»f- 
_ LUl cntirr rf one group selected from a group of frames 
compressed with using correlation between the frames and a 
group of frames compressed without using correlation between 
the frames . 

15. (Currently amended) A digital o ui iL u it di otributi*tg 
method ^ . cox - ding to olaim -S for distributing a digital content 
from a digital content distr ibuting apparatus, 

wherein, said digital content distr ibuting apparatus 
having a storage device storin g a digital content partly. 
encrypted bv using encryption kev information shared with an 
information processing apparatus wh ich is to be a destination 
of distribution, and a distrib u ting device for distributing 
the stored digital content to said info rmation processing 

apparatus , 

the method comprising the step of: 

a part of formatted data unit of the digital content 
stored by said storage device being encrypted so that_said 
information processing apparatus displays t he digital content 
contaminated in a spotted or s triped manner on an output 



14 



PAGE 18/24 * RCVDAT 10/6/2005 5:15:16 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-6/29 1 DNIS:27383M * CSID:+7036841157 » DURATION (mm-ss):04-50 



OCT-06-Q5 04:03PM FROM- MATT IN GLY, STANCE R, MALUR & BRUM D I OGE + 703 684 1157 T-094 P. 019/024 F-619 

U.S. Serial No. 09/987, B17 TSM-16 

device of said information processing apparatu s without 
decryption, 

wherein in the cane that the part of form atted data unit 
of the digital content in plaintext - is MPEG data formatted by 
a MPEG (Moving Picture Experts Group) scheme, and the part of 
formatted data unit means one or more frames in the MPEG data 
■ ia enc r ypted, with ono frama taken ao one unit/ on a part of 
er the antire o£ one group selected from a group of frames 
compressed with using correlation between the frames and a 
group of frames compressed without using correlation between 

i 

the frames . 

I 

16* (Currently amended) An information processing 
apparatus for output ting a digital content distributed from 
the digital content distributing apparatus according to claim 
8, said information processing apparatus comprisingj_ 

an input device for inputting a digital content 
distributed from said digital content distributing apparatus; 

a decryption processing device for performing a 
decryption process on an encrypted part of the inputted 
digital content by using the encryption key information shared 
with said digital content distributing apparatus; and 
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an output device for- outputting the digital content 
decrypted from the encrypted part - 

17. (Currently amended) An information processing 
apparatus for outputting a digital content distributed from 
the digital content distributing apparatus according to claim 
9, said information processing apparatus comprising^ 

an input device for inputting a digital content 
distributed from said digital content distributing apparatus; 

a decryption processing device for performing a 
decryption process on an encrypted part of the inputted 
digital content by using the encryption key information shared 
with said digital content distributing apparatus; and 

an output device for outputting the digital content 
decrypted from the encrypted part. 

18. (Currently amended) A recording medium having 
recorded therein a digital content, wherein a part of 
formatted data unit of the digital content is encrypte d, wifcte 
a- formatting unit of the digital content in plaintext talEcn qo 
one unit, on a part of the units aa a subject of encryption so 
as to display the digital content contaminated in a spotted or 
striped manner without a decryption . 
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19. (Currently amended) A recording medium according to 
claim 18, having recorded therein a digital content, wherein- 
in the caao that when the digital content in plaintext is JPEG 
data formatted by a JPEG (Joint Photographic Experts Group) 
scheme, the JPEG data is encrypt cd, with -a the part of 
f ormatted data unit means some compression unit block blocks, 
each block comprises e empriei - o gf 8 pixels x 8 pixels token -sts 
one unit, — on a. part of block s-. 

20. (Currently amended) A recording medium according to 
claim IS, having recorded therein a digital content, wherein- 
in the oaoc that when the digital content 4 *i plaintext is JPEG 
data formatted by a JPEG (Joint Photographic Experts Group) 
scheme, the JPEG data io encrypted, with a the part of 
formatted data unit means either higher frequen cy region or 
lower frequency region in one or more compression unit block 
blocks, each block comprises compr - io ±**g 8 pixels x 8 pixels 
taken aa one unit, — in a part of or the entire of blocks, — on a 
high frequency region or low frequency region within each 
block . 
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21. (Currently amended) A recording medium according to 
claim IS, having recorded therein a digital content, wherein- 
±n. the cajc that when the digital content 4 a plaintext - is MPEG 
data formatted by a MPEG (Moving Picture Experts Group) 
scheme, the part of formatted data unit means one or more 
frames in the MPEG data ia encrypted, with one frame taken ae 
one unit, on a part of or the entire of one group selected 
from a group of frames compressed without using correlation 
between the frames and a group of frames compressed with using 
correlation between the frames. 
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